PROJECT:

ANNEX A

Supply, Delivery and Installation into Operational Integrated Security

Monitoring Solution

A, Issues raised during the Pre-bid Conference

ITEM
QUERIES/CLARIFICATIONS 555 RESPONSE
NO.
1) Can you consider cloud-based solution | 1) No, only On-premise solution.
1 for the project.
| 2) Request for the fallowing information. 2] As reguested:
aj] MP5 a) Messages Per Second
& b) Threads per second b) No of users/requests/processes per
second
c] See Attachment &
¢) i“"'E”tmj" of Sources d} Refer to page 66, 3Section VIL
d} Scope o Work Technical Specifications ltem 6.1.
3} The published Bid Form format is [ 3] Revisions will be applied to the new Bid
3 different from what was presented Form and will be included to the Bid
during the Pre-Bid Conference. Bulletin.
4} Can you consider a different hardware | 4) Yes
4, specifications but will still comply with
the minimum requirements?
5} On SLCC, the published track record |5) Five (5] years,
3 requirement is different from what was
presented. Five (5) years as published
but four (4) years during presentation. s




B.

REPLY TO WRITTEN QUERIES/CLARIFICATIONS
WRITTEN CLARIFICATIONS / ISSUES / QUERIES

INFOBAHN COMMUNICATIONS, INC.

ITEM
NO.

QUERIES/CLARIFICATIONS

555 RESPONSE

&) List of Log Sources or inventory
(Detailed as possible: OS5, Version, Brand

B} See Attachment A,

5 name and Sites where the Log Sources Is
residing in)
7. 7} How many Sites? 7) Oneil)

8) Can we excesed to the minimum |8) Yes
hardware specs? (Though it was already

5. answered In the pre-bid earlier that we
can based it on the specs of LogRhythm
just to put into writing) _
9} How deep is the need for Threat |9) We need deeper and full blown Threat
9. Intelligence? Intelligence not a Freeware Tl
Does your agency needs a full blown Tl
or the Free Tl of LogRhythm will suffice?
10) Please explain the requirements for | 10)Please refer to page 59, item 1.6.1
10. User Behavioral Analytics in  their tection VIl. Technical Specifications.
“additional Requirement” section in the
RFPF.

11) Explain “System wide” does this mean it | 11} All log sources will only be applied
will be implemented nationwide and all ta the main office site but the
the Log Source will be fed to the main cevusre i the main bifbce dEre

11. site or the rEE[LI_iTEI.TIEI'It will only be connected i all Bianhis
applied to the main site? ; ,
Considering that enly 15m php budget is nationwide.
allocated for this project?
1. NERA PHILIPPINES, INC. =
];T QUERIES/CLARIFICATIONS 555 RESPONSE
1} Does the agénr:‘y' have an existing |1} Mone
12. Integrated Security Monitoring
Solution?
2} Does the agency require Managed (2] No
13. after the

Security Services (MSS)
installation and commission of the




”:ﬂm QUERIES/CLARIFICATIONS 555 RESPONSE
Integrated Security Maonitoring
Solution?

14. | 3) What is the estimated total number of | 3) 10,000 events per second

events per second?
1s. 4] What is the projected growth rate in | 4] 30%
| percentage (%] in 3 to 5 year time?
5] Logs and events would be collected | 5] See Attachment A

16. from which systemns, applications and |
security devices? |
6) What are the functionality of these | 6] See Attachment A
17. systems, applications and security
[ devices? - i
18 7] Logs and events would be collected |7) Onlyfrom the Main Office
from the how many locations/branches?
8] |s it possible to provide us with a high | 8) High level network diagram will be
13. level network diagram? Together with provided to the winning bidder.
- the different locations/branches (if any)
| 20, 8} Is HA [High Availability) required? 8) Mo
21 10) What is the tolerance level for |10)0.01%
downtime? - -

11) With regards to the Single Largest | 11) The following are the acceptable Security
Completed Contract, since your agency's Solutions or combination of any or all of
requirement fall on Security Solutions. the following:

We would like to clarify if we can submit
or comply this requirement by - Security Information and Events
submitting any project or documents Management (SIEM]
24 related to “Supply, Delivery, Installation, - Log Management
Configuration of Security Solution™? - Endpoint Security
- Firewalls
- Intrusion Prevention and Detection

This amends Section NI, Item 5.4 on poge 27
| of the Bid Document




I “-r

ACCENT MICRO TECHNOLOGIES, INC.

NO.

QUERIES/CLARIFICATIONS

555 RESPONSE

TECHNICAL SPECIFICATIONS (Section VIl. Technical Specifications, pages 55 to 67)

23.

1)

Page 55 lterm 1.1.1:
Policy-based
framework,

incidant notification

What is 555 current natification framework?

1) We have no current/existing SIEM

24.

2]

Page 35 ltem 1.2.2;
Must be able to use business service
parameters that prioritizes alerts from a
business service perspective.

Will business rules be available and
provided as needed?

2) Yes, business rules will be provided to

the winning bidder,

25.

3

Fage 55 tem L2.3:

- Must support Histarical Search feature
which can retrieve events from the event
database. By wusing either a :simple
keyvword-based search or a more
detailed structured search, can get guick
and valuable insights inte events that
have occurred over any selected time
pericd.

Retention period for histarical search?

3] At least one (1) yvear

| 26,

4}

Page 5% Item 1.2.4:

- Must suppart creation of custom parsers
for device logs that Involves writing an
XML specification for the parser, and
then using a test event to make sure the
logs are parsad correctly.

It is possible to uwse regex {regular
expression) far the parsing of data?

4) Yes

27.

5)

Papge 56 tem 1.2.5:

- Must be able to correlate event and flow
data from different vendor products into
a normalized event taxonomy to make it
possible to detect larger incidents.

What are the different vendor products that
will be integrated?

5) Checkpoint, Fortinet, Symantec, Cisco,
Mcafee, BeyondTrust, Gemalto,
Riverbed, Metwork Access Control




ITEM
NO.

QUERIES/CLARIFICATIONS

555 RESPONSE

Solution, Network and Oracle Identity
_Manag&r

28.

6] Page 56 Itern 1.3.4:

- Must perfarm monitoring and analysis of
data fremm a broad heterogenecus
security infrastructure and offer two-way
integration via open interfaces. Must
allow automated first respanse actions.

Current security infrastructure?

&) Will be provided to the winning bidder

29.

| 7] Page 56 ltem 1.3.5:

Must provide security team complete
and correlated access to the contant and
context needed for fast, risk-based
decisions.

How many concurrent users?

Is it poing to be connected to a directory
service infra (AD)?

7} 8,000 internal users. 20 Security Admin

Mo AD [Active Directory).

|30,

B} Page 56 ltem 1.3.6:
Must provide Integrated tools for
configuration and change management,
case management, and centralized policy
management,

Kindby specify what is meant by "centralized
Policy management". Does it refer 1o
correlation rules management?

&) Centralized Policy Management means a
system management tool that will
centrally manage/administer the policy,
reports, correlation rules, alerts, users,
ete.,

31.

3) Page 56 itern 1.3.8:

- Must be able to collect, process, and
correlate log events from multiple years
with other data streams, including 5TIX
based  threat intellipaence  feeds,
depending on user speed requirement.

Retention period?

9) Atleast one (1) year

32

10) Page 56 Iterm 1.3.9:

. Must be able to store billions of events
and flows, allowing all information to be
available far immediate ad hoc queries,
forensics, rules  walidation, and
compliance.

10) At least one (1) year




ITEM |
NO.

QUERIES/CLARIFICATIONS

555 RESPONSE

Retention period?

33.

11} Page 56 tem 1.3.11:

mMust enable collection of mare
infermation from more sources thraugh
scalability and performance, Information
may include application content such as
documents, transactions, and
communications, providing deep farensic
value to the user. The information must
be heavily indexed, normalized, and
correlated to detect & wider range of
risks and threats.

Are these documentstransactions in a flat
file format?

How are we going to get these data?

Mode of transfer?

11) Yes, flat file data

Method or process of getting data will be |
solution-based. It depends on vyour

product’s  functionality or scripting |
capability on how to comply with this

item,

34,

12] Page 56 Item 1.3.12:

Must calculate baszeline activity for all
collected  information  and  provide
pricritized alerts with goal of discovering
potential threats before occurrence.
Must perform analysis for data patterns
that may indicate larger threats.

Do you have endpoints?
Anti-virus?
Intrusion detection/prevention tool?

Firewall?

12)¥es, we have endpoints, anti-virus,
IPS,1DS and Firewall




r:IEM QUERIES/CLARIFICATIONS 555 RESPOMSE
13) Fage 57 Item 1.3.15:
Must support out of the box, ready to be
used and customizable peneration of
hundreds of reports, views, rules, and
4k alerts.
- What are you locking to get out from the | 13)We are locking for 2 solution that is
solution? capable of generating customized
| reports that may be defined by the user
Visualizations/reports already in mind? in addition to the already available or |
_ ] canned report templates.
| 14] Page 57 Item 1.3.16:
Must enable easy visualization,
investigation, and reparting an the most
relevant security informatian..
36. What are you locking to get out from the | 14)We are looking for a solution that is
solution? | capable of generating customized
reports that may be defined by the user
Visualizations/reports already in mind? in addition to the already available or
canned report templates.
15) Page 57 Item 1.4.2;; :
Must be able to collect security events
and network flow data from hundreds of
37, third-party sources.

' What are these third party scurces? 15} Third-party sources refers to products
that are not in same brand,/family as the
offered solution.

15) Page 57 Item 1.4.3:; :
Must automate log management and
analysis for all log types, including
: Microsoft Windows event logs, database
38, logs, application logs and syslogs.
Do you have other logs that are not stated | 16) None
in the TOR?
il 17) Page 57 Item 1.4.5:
Must provide and support out-of-the-box
{39, compliance rule sets and reports
Will the rule sets and reports be provided? 17) Yes.
0. | 18) Page 57 Item 1.4.6:
Must  wtilize tightly integrated log




ITEM

alarms and other alerting mechanism?

NO QUERIES/CLARIFICATIONS 555 RESPOMNSE
collection, management, and analysis
enviranment te strengthen  security
profile and improve user ability to
comply with standards such as PCIDES,
HIPAA, NERCCIP, FISMA, GLBA, and 50X,
Can an agent be installed where the logs | 18] Yes, agents may be installed in the log
reside? SOUrces
I 15 Page 57 Item 1.4.7:; B
Must be able to scale appliances to tens
of thousands of ewvents per second,
41. praviding dedicated, reliable collection
fer distributed sources.
Events per second of each data source? 19} See Attachment A
20} Page 57 tem 1.4.8::
. Must be able to cache locally all
collected data to preserve data in the
event of network communication error
aroutage. 201} Mo High Availability nor Disaster Recovery.
e High availability or disaster recovery?
Mo data replication required
Iz data replication required?
Yes
Doas it need to be searchable at all time?
21} Page 58, Item 1.5.1::
Must immediately detect nodes on user
network when communicating with a
suspicious or known bad actor and
43. quickly understands the threat’s path.
Can list of valid IP's on the network be | 21) Yes
provided as need?
22) Page 58, Item 1.5.6::
Must allow seamless integration of
Threat  intelligence  with  security
A4 manager alarm and other alerting
' mechanisms, to ensure interactions with
krown malicious systems.
What are the current security manager | 22) Email




ITEM

NO. QUERIES/CLARIFICATIONS 555 RESPONSE
B 23) Page 58, Item 1.5.7::
Must automatically receive and process
new Source reputations in security
435 manager.
What are the current security manager | 23) Email
alarms and other alerting mechanism? ]
24] Page 59, tem 1.5.9::
Must be able to quickly identify attack
paths and past interactions with known
bad actors associated with botnet/
distributed  denial-of-service  [DDoS),
mail/spam-sending malware that hosts
46. network probing, malware presence,
DNS hosting, and activity generated by
intrusion attacks.
Are these devices available to be integrated | 24) Yes, the proposed solution must be able
ta the solution? to integrate with the existing security
solutions in ATTACHMENT A
25} Page 59, Item 1.6.3::
Must support scheduled reporting and
47, result delivery via 1 email.
Is email server credential available? 25) Yes, will provided to the winning bidder
) when neaded
26) Page 59, Itern 1.6.8::
Must be integrated with load-balancing
architecture for collecting events from
48, :
remote sites.
Can you provide the logging environment | g ves, will be provided to the winning
iiagrr] bidder
OTHER TECHNICAL QUESTIIONS
27} What are the different devices 1o be
49, integrated to the solution’?
_ Their brand and quantities? 27) 5ee Attachment A
(50, 28} Log formats of each data? 28] Text format
51 29) Do we have the inventory of the devices far | 29) See Attachment A
proper scoping?
52, 30) Events par second of each data? 30] See Attachment A
53 31) Retention period of each data? 31} At least 1 year




I
ITEM
NO QUERIES/CLARIFICATIONS 555 RESPONSE
54 32} Levels of accesst 32) Security, Infrastructure and Monitoring
| Who are going to access each data? TEams




V.

TRENDS AND TECHNOLOGIES, INC.

ITEM
NO.

QUERIES/CLARIFICATIONS

TWG RESPONSE

55.

1) Page 27, tem 5.4::

1.1

The Bidder must have completed, within
five {5) years prior to the deadline for
submission and cpening of blds, a single
contract that is similar to this Project,
equivalent to at least fifty percent [50%)
of the ABC,

For this purpose, similar contracts shall
refer to Installation and Implementation
of Integrated Security Monitoring
Solution or equivalent Information and
Event Management Implementation

As aption, can you alsa consider Intrusion
Prevention System (1PS) or combination
of Perimeter Firewall and Intrusion
Prevention System [IP5)7

1.1 Yes, Intrusion Prevention System and
Perimeter Firewall or combination of
both are acceptable

56.

2) Page 51, kem 16.1::

A. DURING POST QUALIFICATION
The bidder being evaluated must provide
reference site or deliver and install the
demo hardware and software to the 555
klain Office within the period specified
by BAC to enable the TWG to test the
fallowing
. Praposed solution's functionalities and
features
. Compatibility and integration capability
with the intended application

The cost, if any, of the hardware and the
software during the post-gualification
shall be to the account of the vendor.

2.1. One of the option is to instoll demo

hordware and softwore, con we useé g
demo system on Virtuolization Mochine
(Vi) environment?

2.2.Aside from reference site or deliver ond

instai! the demo hardware and software,

2.1.¥es, demo system an Virtualization Machine
(VM) enviranment is acceptable.

2.2. Mo,




ITEM |
MNO.

QUERIES/CLARIFICATIONS

TWG RESPONSE

con pou olse consider principol’s web
bose lab demar

57.

3)

Page 54, [tem 16.1:;

Section V1. 5chedule of Requirement
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Training / Transfer of Technology.
. System Administration
«  Information Security

3.1. s this System administration only?

Fage 61, [tem 3.3;

Saection VII. Technical Specification
Informatien Security Training shall be
conducted in a Traiming Center
(classroom type) by a certified training
instructor. Bidder must submit a proaf
that the training instructor is affiliated
or member of a certified ftraining
institution that is recognized globally 1o
conduct certification exam.

3.2, this needed or System Administration

Troining only?

3.1.Yes. For System Administration only.

3.2.This is applicable for Information
Security

58.

4) Page 60, Item 1:: Certification

Certificate from the manufacturer

4.1. As option, con this be from o locol

Distributar?

4.1.%es

59,

5] Page 56, Iterm 1.3.1:

Must suppart at least 1 year correlated
log retention.

8.1. What is the recommended Events Per

Second (EPS) requirerment ?

In line with this guestion, will there be
any expansion ofter the 3 yearsr Hence,
please include this in  your EP3
requirement.

5.1 10,000 events per second is the EPS
requirement and should be doubled in 3
years,




ITEM
NO.

QUERIES/CLARIFICATIONS

TWG RESPONSE

5.2, Where and what are the devices needed
to be iogged by SIEM?

=

5.2 See Attachment &

80.

B) Page 37, tem 1.3.17:

Must support integration with the
Unified Compliance Framewark {UCF),
that enables a “collect-once, comply
with- many” methodology for meeting
compliance requirements and keeping
audit afforts and expense to 3 minimum.

6.1. Far Unified Complionce Fromework
(UCFL we hove equivalent technology.
We howve unified search fromewaork that
con be used on doshboord ang reports,
which con achleve the same ophjective.
Con we proposed this insteadr

6.1.%es

B1,

7} Page 59, Item 1.7.3:

2eTE

7.1.5ince this i5 salution based
requirement, can we comply with the
368TB server specification {f we distribute
the specs across the different server that
we will use?

Do we still need to provide 30 units of
Bluetopth LSE dangle ?

7.1.¥es you can use other server types as
long as you can comply with the 36TB.

No, we are not requiring “30 units of
Bluetooth USE dongle?” For clarification, we
mean the following USE ports

2 x USB 2.0

2x USB 3.0

62.

8) Since we ore planning participote on the

Acquisition of Network of Equipment which
has the same dote of bid submission and bid
ppening, we humbly oppeol for @ 2 weeks
extension on the bid submission and
opening. The extension will give us enough
time to prepare ol submittals on all bigs.
Furthermore, the extension will give all the
vendors enough time to prepare for the POC
criterio reguiremert

C/0 BAC

Other Clarifications

Lection v, Item 11.3 is hereby amended to:

The terms of payment shall be in accordance with the schedule as stipulated in the Bid




lLE]M QUERIES/CLARIFICATIONS TWG RESPONSE
Proposal on page 71 of this document. ==
This amends Section V, tem 11.3 on page 51 of the Bid Document

3. Attachment 8: Revised Bid Breakdown which amends Bid breakdown on page 71 of the Bid
Document




ATTACHMENT A.

SIEM SCOPING

Log Sources Brand 05 Version Events/Connection | Location
Mame per Second
1. Enterprise Checkpoint | R77.30 2,260/second Main
Firewall NGX Office
2. Web Fortiweb | FortiWeb-4000D 565/second Main
Application 5.86,build1413,171204 Office
Firewall
3. End-Point Symantec Windows Server 2012 | 353/second | Main
Security R2 Standard Office
Solution )
4. Internal Fortinet Fortigate 5.6 Mewly Acquired | Main
Firewall Office
5. Information Gemalto Windows Server 2016 | Newly Acquired Main
Systems Standard Office
Security
Solution {1555}
Mcafes Windows Server 2016 | Newly Acquired Main
Standard Dffice
BeyondTrust | BEYONDINSIGHT Newly Acquired Main
6.8.0.192 Office
6. Others Metwork Main
Equipment Office




ATTACHMENT B. REVISED BID BREAKDOWN

A. Bid Breakdown

Wame of Bidder Invitation to Bid No.

Page of

Cost Companeént

iMote: Include all applicable
companents)

Year 1 Year 2 Year 3 Yaar 4 Year S

TOTAL

Ir!‘ragruiéd Security Solution

1. Hardware [ Soffware Cost | g p B -] R
[temize)

2. Other Requireaments i} P p i} B
[itemize|

Transfer of FREE
Technology,/Training

Lal

Maintendnoe

4, Two-year Waranty and FREE NS& N/A N/A

5. Thres-year Maintenancea WA NS =) g B
after the waranty perod

&. Delivery and Installetion, if | g N/A N/A NJA N/
applicable (ltemize)

TOTAL R B R A -

Maote:

1. FEil up all required items/field in the bid breakdown. Failure to indicate any of the
following shall mean outright disqualification since bid is considered Mon-Responsive

per Section |1, Instruction to Bidders, Items 15.2 and 25.3:

« |f the item is given for free, indicate dash (-), zero (J) or fres
+ [fthe item is not applizable, indicate MNA

2, 3-year maintanance costs must be distributed equally aver 3 years.

3. All documents shall be signed, and each and every page theraof shall be initialed by the duly

authorized representative/s of the Bidder per Section |1, Instruction ta Biddars, ltem 15.4.

4. Wamranty requiremeant is at no cost o 555,

5 The total bid shall not exceed the ABC,






