ANNEX “A”

PROJECT: SUBSCRIPTION OF PRIMARY 200 MBPS UP TO 500 MBPS FOR
SSS WEB SERVICES FOR MAIN OFFICE FOR FIVE (5) YEARS

QUERIES RAISED DURING PRE-BID CONFERENCE:

Query/Clarifications

TWG/BAC Reply

1 For technical specifications 1.12.2,
why do we need one (1) GB when the
requirement is only 500 Mbps?

It is needed for a short period when
launching new application or project for
bandwidth utilization baseline purposes
only.

2 | How about the 1.12.3 Anti DDos
Platform component?

It can be located locally or outside the
country as long as it is within the
Service Provider’s Core Network.

WRITTEN QUERIES:

Query/Clarifications

TWG/BAC Reply

1 | May we ask if you will allow a 3rd
party (via cloud) to provide the Anti
DDoS Service?

No.

2 | Wil you allow additional
configuration on your router to setup
the anti-ddos service? i.e GRE
Tunnels, eBGP and iBGP going to
the Anti-DDoS Service provider?

We don't allow additional configuration
on our BGP router for anti-DDoS
services.

3 | Does SSS also requires that all GMB
must be paid and updated or do we
need to secure clearance for the
company’s payment contribution in
order to become eligible to bid? Do
we need to show or submit proof that
we are updated in our remittances for
a certain period of time?

The requirement for updated payment
of SSS obligations is not part of the
requirements for bidding. However, this
will be verified before payment.

Thus, any delinquency must be settled
before the processing of payment to the
winning bidder.

4 | Must include all necessary cables to
interconnect and operate all
equipment. - equipment from service
Provider to customer routers only?

Yes.

5 | Hand-over to SSS should be multi-
mode fiber, LC-type connector.
Service Provider must be responsible
for the configuration and installation
of all necessary hardware to meet
required interface handoff. What are
the necessary equipment?

Service Providers Modem, Optical
Distribution Frame (ODF).

6 | Must conduct a baselining activity to
establish the normal traffic profile of
SSS. What do you mean by this?

The Service provider will conduct a
baselining activity that will collect and
classify statistics on traffic (protocol,
source port, packet length etc.) to
establish valid traffic patterns, as a
basis to identify attacks.
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7 | Must protect up to /24 IP Block or up | No.
to the equivalent number of IP
addresses- Are we going to provide
/24 IP Block? If so, we don't have
anymore /24 |P blocks.

8 | Anti-DDoS protection must provide | DDoS  protection is  mandatory
72 hours of mitigation in the event of | requirement.

an attack. Traffic must not be diverted
outside the Philippines in case of an
attack. - we don't have.

9 | The Service Provider must provide | This is a mandatory requirement.
incident report in the event of an
attack
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